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Overview

Waterfall Public School (WPS) is committed to ensuring the wellbeing and holistic development of
our students. WPS places student wellbeing as the highest priority. Research shows that students
will often disclose online safety information to their teacher or school more often than their parents
or the eSafety Commissioners website. It is therefore essential that we have a policy in place to
support and guide our support services and responses to students.

Who do students identify as
7 the most trustworthy source
F.o" _9 of online safety information?

A. Parent or carer 3 8 0/0
B. The eSafety website 40 0/0

C. School or teacher 43 0/o

This policy outlines the processes and procedures in place to effectively manage and report online
conduct. This policy should be read in consultation with the Responding and Reporting eSafety
Commissioner information and the Anti-Bullying Policy.

The Waterfall Way

The Waterfall Way informs our wellbeing programs with our school wide expectations:
- Be Safe
- Be Respectful
- Bean active learner

These values are promoted through explicit teaching, attendance tokens and learning tokens which
contribute to merit certificates and Principal certificates.
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https://education.nsw.gov.au/content/dam/main-education/student-wellbeing/attendance-behaviour-and-engagement/anti-bullying/esafety-nsw-education-sector-resource-kit/Responding_and_reporting_infographic.pdf
https://waterfall-p.schools.nsw.gov.au/about-our-school/anti-bullying-policy-.html
https://docs.google.com/document/d/1mB2dw8fAaXvxchMkgLaG71sDBz1LHes1/edit?usp=sharing&ouid=113275495332128931485&rtpof=true&sd=true
https://docs.google.com/document/d/1mB2dw8fAaXvxchMkgLaG71sDBz1LHes1/edit?usp=sharing&ouid=113275495332128931485&rtpof=true&sd=true

Reporting Online Conduct Policy

Behaviour Code for Students

NSW public schools are committed to providing safe, supportive and responsive learning
environments for everyone. We teach and model the behaviours we value in our students.

The Behaviour Code for Students is translated into multiple languages. At the start of each year and
each term, students are explicitly taught the Behaviour code for students to ensure they understand
what is expected and to support restorative conversations if required. Student reflection sheets are
used by staff, during a teacher-student conference, to help students understand and adjust
inappropriate behaviour. These are scanned and recorded in School Bytes, and attached to the
student’s file.

Explicit Teaching

Each term, and as needed, K-6 students engage in eSafety lessons specifically aimed at ensuring
the students know what is expected of them online, and how they can respond if someone is
inappropriate online. The lessons come directly from the eSafety Commissioners website. In
addition, throughout the year, students engage in virtual classroom lessons, run by the eSafety
Commissioner, where they actively participate in lessons aimed at informing and supporting them.

The eSafety Commissioner can investigate cases of serious cyber bullying if the service or platform
does not respond tot eh initial complaint after 48 hours. The eSafety Commissioner also investigates
illegal or restricted online content and adult cyber abuse.

Online Incidents

Esafety helps people to report abuse and get harmful online content removed. Cyber bulling and
image-based abuse (sharing intimate images or videos without consent) are two types of abuse that
can happen in a school setting. Content may be shared as a post, text image or video on a social
media platform or online game.
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https://education.nsw.gov.au/policy-library/policies/pd-2006-0316-01
https://education.nsw.gov.au/schooling/translated-documents/behaviour-code-for-students
https://docs.google.com/document/d/1Ol7Liw25crP6BNeC7M-oici6cbhv2Pv9/edit?usp=sharing&ouid=113275495332128931485&rtpof=true&sd=true
https://www.esafety.gov.au/educators
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What you can
report to eSafety

Cyberbullying . lllegal or

Report online harm content

2

#@%!

Adult
cyber abuse

Image-based
abused

Staying Safe

Sexual
extortion

‘lwmlgﬂm © A self-generated image is sent

@cwen R022 @® The CYP receives threats that
N images will be shared

m @© Demand for further images

Most IBA reports from YP

e This form of blackmail
concern sexual exploitation

should be reported to:
YP are coerced into sharing

images by adult offenders,
who often pose as a peer

Australian
Centre to Counter
Child Exploitation

ACCCE.GOV.AU/REPORT
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o O
Showing person’s Showing person’s Showing person

intimate parts private activity without their religious/
cultural attire

Types of intimate images

An intimate image can be digitally altered and can include
an image that appears to depict a person or part of that person

eSafetyccucati

Reporting
image-based abuse

Guide to responding to
the sharing of explicit material

eSafety Toolkit for Schools
Creating safer online environments

An IBA threat or content does not need
to be reported to the service first

X

Do not view, collect, print, share
or store explicit material. Make a written
description and note where it is located

Wiy has this guide been produced?
™S g vt and

Contact your Youth Liaison Officer
or local Police and report to eSafety

for advice on removal and online safety
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Reporting fight
videos or accounts

Encourage
all involved
to first report
to the platform

To report to eSafety you
must request the child’s
consent to report

This may be a child directly involved

or another child who needs your support
as the feel targeted or impacted

Self-harm
and suicide

We can remove content
that incites, instructs,

or provides graphic
depiction of self-harm

or suicide

The content must be 45 | e esafetyCommissioner &%) headspace
illegal or restricted

and not just upsetting eSafety and headspace

may communicate where there are
concerns about this type of material

Nstional Youm Mertcl Heah Foundation
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Open letter to Australia’s
school principals and
\ teachers

Reporting viral
challenges

Dear principals and teachers,
rk you and your colleagues are doing during
£ o lessen the amvety of your whole
Tenunity. AS StL3ents enter this new world of online Learning, never
onlne safety been 30 important.

oS

Drawing students’ attention

to the issue may cause
unnecessary worry or stress

© CHRNEAE $Ovironmant we are currently living in, eSafety is
on providag the most up o date material about malntaining
foty. Our Bome page NOW HBES direct Link to our latest

on releVant i COVIOmI, 3

1 ncourAge YOu t0 fead eSafety’s COVID-19 related blogposts

Follow school’s procedures Dl;a:l?erousotdamaging online ; ¥ WA m
. . funn All have U usefu s for studgntsceachers and par
for managing and supporting — | R sy o cbgume
. e B 0 has information about helpd children ‘~e 0p £ood habits an:
at risk students supporting them whie they are online !

Report to eSafety directly

you do not need to first report
to the service or platform

Steps to responding and reporting

& esafetygovau

m

Staff who are made aware of inappropriate online behaviour need to follow the steps below, in
conjunction with the eSafety quick reference guide to help manage Online safety incidents.

Steps to responding and reporting

Provide immediate support to student
Make sure they are safe, contact police if necessary

01

“ Gather key information
02 Understand what happened

Undertake an assessment and plan actions
Use the tool to make an assessment and consider
actions to best support students

Collect evidence
Screen shots, URL, date, time

Report harmful content
To the platform and eSafety as appropriate

Prevent further contact

Change settings, don’t respond,
and use app functions to limit contact
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https://www.esafety.gov.au/sites/default/files/2020-02/respond_2_-_quick_reference_guides_for_responding_to_online_safety_incidents.pdf?v=1716940800024
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Step 1: Offer Support and Ensure Safety

Offer support and
ensure safety

Ensure the safety of the student

Engage the police for criminal matters

- Tips for supporting students
‘ involved in an online incident

Providing direct support to student and o
engage them in resolving the problem esafety Toolkit for S ‘

Communicating with and supporting

others: parents/carers, siblings/peers
and bystanders

Who: All staff members are responsible for offering support and ensuring safety.

Whenever a student’s wellbeing is affected, we need to offer support and make sure they are safe.
This can be provided in the classroom, year group, playground or other settings. At times, it may be
necessary to employ the services of ‘Team around a School’, the school counsellor or other external
agencies and providers to support the student. How we respond to a student when they are
reporting bullying behaviour is critical. As a staff member, we need to remember how hard it might
have been for the student to speak up and get help for themselves or their friend. It is essential to
offer support and ensure safety by informing the class teacher and Principal of the wellbeing
concern.
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Step 2: Gather key information

Gather key
information

Who is involved?

Where (what platforms),
how and with whom has
this been shared?

What device has this

occurred on? Is it a
school device?

How has it impacted

the students involved?

Is it an image, video
or written content?

Who: Class Teacher and Principal are responsible for gathering information.

It is essential to gather enough information to support the student, make an assessment and create
a plan. This is a good time to document all other information that might influence the assessment,
including the student’s background, mental health and wellbeing history. It is essential not to
conduct formal interviews or take official statements as this may form part of a police investigation
if required. The situation may also become a child protection matter.
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Step 3: Undertake an assessment and plan actions

Undertake an assessment
to guide your response

eSafety

esafety Quick reference guides

for responding to
online safety incidents O

Quick reference guides e s
.. © :
for incidents

Online incident
assessment tool

Mild Moderate Serious Severe

Who: Class Teacher and Principal are responsible for undertaking an assessment and planning
actions.

The eSafety Commissioner resources from the toolkit for schools can help determine the severity of
an incident and suggest the planned actions. There are four incident ratings mild, moderate, serious
and severe. Once planned actions have been determined, the response plan should be shared with
any staff member who will have a role to play.
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https://www.esafety.gov.au/sites/default/files/2020-02/respond_2_-_quick_reference_guides_for_responding_to_online_safety_incidents.pdf?v=1716940800024
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Step 4: Collect Evidence

How to
collect evidence

Note down...

The name of the service on which it was shared

What the content says or shows

The date and time it was sent, posted or shared

URL or web address of the content

Who: The Class Teacher and Principal are responsible for collecting evidence.

This step is essential if a report to the social media company or to the eSafety Commission is to be
made. During this step, it is illegal to gather material, such as intimate images of a young person or
material showing the exploitation of children. Do not print or save any copies of the information. The
Principal will seek legal advice (ph:78143896) for the collection of evidence.
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https://education.nsw.gov.au/inside-the-department/legal-services/engage-with-legal-services/contact-us
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Step 5: Report Harmful Content

The process of reporting

7 s 7
B ® ®

A humiliating video  Gng It is reported to the \ (TR If the platform fails to

of a child is posted platform, through the remove it within 48 hours
on social media / reporting tool / of being alerted to it

© <9 f“d'_ @ esafety — O

Meets serious The child, parent/ Does not meet
cyberbullying threshold guardian or a person serious threshold

eSafety advocate for the removal authorised by the child eSafety may refer to alternate

of the material to the social media can report to eSafety support pathways such as

service and offers support pathways / Kids Helpline or eSafety resources

Who: All staff members are responsible for reporting harmful content. Any parent, student or
guardian, or any adult authorised by the student can make a report to the eSafety Commissioner.

The most common type of online incident in Primary school is cyber bullying. This can be reported to
the eSafety Commissioner once it is reported to the social media service. If the social media
platform does not remove the content within 48 hours and it meets the legal threshold the eSafety
Commissioner can help to have it taken down.

Any parent, student or guardian, or any adult authorised by the student can make a report to the
eSafety Commissioner. This can include another teacher or trusted adult. The eSafety Commissioner
investigation team will assess the report and take action, including supporting the student through
the Kids Helpline or eSafety Resources.
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Step 6: Prevent further contact

Who: The parent or guardian is responsible for preventing further online contact.

This can be accomplished by changing passwords, changing settings, monitoring online interactions

and not responding.

Advice for preventing future contact
SUPPORTING STUDENTS

Use in-app : Don’t respond to Where appropriate
functions the other person talk to families
to ignore, block t 1 regardless of whether about strategies to

or mute the other ' that person is known put in safe to keep
person , or unknow their child safe online

Review dates

Current review: Term 3 2024
Next review: Term 12025
Principal Name: Yvette Hopper

esafety Review practice and
take preventative actions

Post-incident
checklist

Make sure there is
appropriate strategies
in place to manage

the behaviour

Make clear records Consider strategies

and ensure that all to prevent future incidents,

reporting obligations improve processes, work

have been met with students to encourage
better reporting
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https://www.esafety.gov.au/sites/default/files/2020-02/respond_9_-_post-incident_checklist.pdf

